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Key Objectives: The end-to-end provision of network monitoring and measurement between e-Science centres within the
UK with the purpose of informing the Grid middleware, via publication, of network metrics as a part of their brokerage
activities. Monitoring datawill also be visualised and be available to end users, and the providers of the underlying network

services.

Motivation for the work (problems addressed): Network performance monitoring and measuring provides two key inputs
for the exploitation of Grid technologies and e-Science. Firstly it provides knowledge of network metrics for use by the Grid
resource broker services and the Grid middleware, and secondly, it describes the network performance fromthe perspective

of a Grid application which can be used to identify any strategic issues, e.g. bottlenecks, points of unreliability, Quality of

Service needs, etc, which may arise and required action

Introduction

The concepts and practice of network monitoring are
well understood and are widely in use to identify
problems, to quantify performance, and to set
againgt expected levels of service Network
monitoring aready addresses al level of network
operation from basic connectivity to application
throughput. It can for example provide a broad-brush
sense of performance or look in detail a the
behaviour and performance on TCP itself.
Monitoring for the Grid is different in intent and
purpose. Grid monitoring dedls with end-to-end
performance. It is closaly coupled with rea Grid
applications and may allow those application to vary
their transport strategies for optimal performance by,
for example, tuning TCP parameters, running
multiple TCP streams, or by making use of QoS
provision in the network. To achieve this end, the
products of monitoring, the network metrics, are
made available through publication to the Grid
middleware. This same data can also easily be made
available to the end user and to network service
providers.

To that end, work has been funded to design and
deploy a monitoring infrastructure within the e-
Science community. This paper describes the vision
of that architecture; a summary of the infrastructure,
the tools and methods to be used; and the detail of
progress made towards its completion. As a part of
the presentation, a live demonstration of capability
will be provided.

A Network Monitoring Architecturefor the Grid
The architectura design has as its objective a
simple, and easily extensible framework within

which a variety of monitoring tools may be

deployed. This architecture (Figure 1) permits the
publication of network metrics to the Grid

middleware, and makes them avalable, via
visualisation, to the human observer.
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] _FigU(el : Network Monitoring Architecture
Grid applications are able to access the network

metrics via an LDAP service according to a defined
LDAP schema. The LDAP service gathers and
maintains the metric data via scripts that fetch or

have pushed the current measurements from the
local network monitoring data store. Independently a
set of monitoring tools un to collect monitoring
data. This describes from the local perspective, the
view of network access to other sites in the virtual

organisation. In addition scripts are associated with

the monitoring tool to provide Web based access for
viewing and analysis of the raw data This
architecture allows additional monitoring tools to be
easily added with the only requirements being the
provision of the means for analysis and visualisation
of the data; a means of transporting the data to the
LDAP service and of including the products within
the schemaitsalf.

Metrics, M easur ementsand Tools

The monitoring described here is concerned with an
understanding of round trip time (RTT), packet loss,



TCP and UDP throughput, and the performance of
Grid gpplications under standardised test conditions
between key eScience sites around the UK. RTT
and packet loss make use of the ping utility, and as
developed at SLAC and elsewhere, PingER; TCP
throughput makes use of iperf and its incorporation
into the IperfER environment; UDP throughput uses
the UDPmon tool which has been development at
Manchester University and within the European
Daa Grid (EDG). The Internet End-to-end
Performance Monitoring (IEPM) work at SLAC has
recently begun the deployment of an infrastructure
to make active end-to-end application and network
performance measurements for high performance
network links such as are used worldwide by Grid
goplications. This methodology makes use of
BBFTP and BBCP now with GridFTP being
incorporated in the future. In collaboration with
SLAC these techniques will be introduced into the
monitoring between e-Science sites across the UK.
The monitoring tools are being deployed on
dedicated monitoring nodes which have network
connectivity broadly in line with other eScience
networked resources. In the first instance this
equates to a moderate number of (<16) locations,
and alows full mesh connectivity to be configured.
In this way it will be possible to provide a view
across the network from each centre to al other
likely collaborators. This is of course a necessity if
the products of monitoring are to be used in Grid
resource brokerage. Further work in this area will be
required, and already the EDG are exploring the use
of derived metrics such as the notion of "closeness'.
In theinitial deployment, use will be made of smple
Web based graphics to display the output of
monitoring but developments to provide better
integration are already planned.

Typical Output of Network Monitoring

The following series of Figures show typica output
from the set of monitoring tools that are being
deployed.
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Figure 2: Sample output from |EPM monitoring between SLAC
and Daresbury

Figure 2 shows the last 28 day period output of the

IEPM monitoring between SLAC and Daresbury

showing iperf data (green), bbftp data (pink) and

ping data (red) amongst other metrics being
displayed.

Figure 3 shows packet loss (blue) and RTT output
(red) for PingER between the Oxford and Daresbury
e-Science centres for the 14 day period to 12 July.
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Figure 3: Sample output from PingER monitoring between
Oxford and Daresbury e-Science Centres

Figure 4 shows UDP throughput measured over a 12
day period by UDPmon between Manchester and
UCL showing throughput (red) and packet loss
(blue)
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Figure 4: Sample output from UDPmon monitoring between
Manchester and UCL
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