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GridPP The Metadata Team

UK Computing for Particle Physics

* The Metadata Team (based in Glasgow) consists of:
— Tony Doyle - a.doyle @physics.gla.ac.uk
* Team leader and involvement in weekly meetings
— Paul Millar - p.millar@physics.gla.ac.uk

e MonAMI and AMI
— Caitriana Nicholson - c.nicholson@physics.gla.ac.uk

* Event-Level Metadata
— Tom Doherty - t.doherty @physics.gla.ac.uk
o VOMS
o SQLite
o glite Metadata Interfaces (Steven Hanlon)
Helen McGlone (Student based in CERN)
* Event-Level Metadata ostvensin
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GridPP Monitoring

UK Computing for Particle Physics

* Why Monitor?
— Site-admins, Developers, End-users and VO/site want to know why:
* aservice is not working

* ajob is blocked
* if hardware needs an upgrade
— We want an easy way to monitor and send information to multiple information
sources: a universal sensor!

o What is a Universal Sensor?

— Metadata service has many components:
* database, application-server, metadata application, the hardware...

— Different groups want different subsets of available information,

Different groups might be using different information system | )
* RGMA, MonaLisa, SAM(E), Ganglia, Nagios, ... UIVERSIEY
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GridPP MonAMI

UK Computing for Particle Physics

MonAMI: a small, light-weight daemon.
Gathers information and sends it somewhere.
Uses plugins for monitoring and reporting.

For a more in depth look into how it works see slides for talk given
In monitoring discussion session yesterday on MonAMI

See http://monami.sourceforge.net/

Future work: adding more plugins (DPM & FTS planned),
supporting ATLAS db monitoring, adding support for monitoring-
on-demand




VOMS and Authorisation

GridPP

UK Computing for Particle Physics

 (Obtain grid-certificate from CA

* Request VOMs proxy certificate LS | e
. . . ] =
o Access AMI gsmg th|s. certifcate |
o User authenticated using TrustManager 5 L /
ser et
» Authorisation achieved depending on cilies

user task mapping correctly from their
VOMS group/role to their registered
user role within AMI

| 5. Prowy certificate |

L 6. TrustManager

TR > 7. Local Implementation

GLASGOW

* This poses a problem for AMI




GridPP Problems with VOMS and

UK Computing for Particle Physics pOSSi b I e SO I Uti O n S

* The main search interface for AMI is browser based
* Browsers at the moment cannot handle proxy certificates

* There are many possible solutions:

— Mod_gridsite — this method fetches lists of DNs from the VOMS
system per group/role

— MyProxy — this method allows for the storing of proxy-certificates on
a remote server

* A purely Java/Tomcat prototype is being developed at the
moment




GridPPP Authorisation and DNs

UK Computing for Particle Physics

In the local authorisation mechanism the rights of

uter user . h
susnisai auser can be defined per command or entity.
T Authentication can be expanded to check
-login:String ) ;
‘password string [ Add DN'and VOMs against a registered users DN or VOM group/role.
-useriame:Siring information here
o=
#!ecurd as
1“!
rowter user role rowuter project "
-ldentifier:in -identifierint 1=
router role -rouierRoleF K:Sining | 1.7 1.7 | -name:Siring :
= -routerlUserF Kiint -projeciType:String router db
-idantifierint L L -Projectint _ 5
-roleMame: String -Frocess:int -ldentifier |_na
-Entity String -serun_ar'Eirlng
-Entityldentifierint -portint
-gdb:String
" router process
1. . = | -identifierint
L -nameString 1 1.* [
1 -
e
router comamand ro TR E
-identifierint —
-routerroleF ks int 1.7 1 |-ldentifierint )
-routercommandF Kint =ComnanaNaneEIng
-rolevalidatorClassName: String
pA
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Java VOMS solution

GridPP

UK Computing for Particle Physics

List of DNs and
AMI users

Server

The Java VOMS solution briefly
consists of the following steps:

) The grid user authenticates themselves to
AMI (web app.) using a grid certificate

2) AMI allows the user to launch a Java web
start application to create a VOMS proxy

Application server
\\

Proxy.
Delegation
[Trustmanager

VO MS

SSL Context

3) The user chooses the x509 certificate to be
sent to the VOMS server
) The VOMS server sends back a VOMS
<500 1 appllcat|on

proxy certificate to the W.S application
- v

) Using Axis set up in Tomcat the VOMS
proxy file is uploaded to the serverviaa | |Flesssem
secure web service attachment jxsog
6) A proxy delegation service is available on , VOMS server
the server User's desktop ]
J 7) The users VO and role can be
UNIVERSITY
GLA;{}G'W

" extracted from the proxy and used
for authorisation purposes



VOMS Authorisation

GridPP

UK Computing for Particle Physics

‘Grd-Usar (Wab Browser : AMI forany ‘Tamcat+ Axs Java Web Starl (WOME semer Server I;\irfA‘lﬂsz:\‘ssand
wab applicaton Clignt
Login {using grd carl Ica1s1'|
Lagini Application server Cache of VOMS
auhaniichis el
Nl
r AMIus s
Trusimanagar o
axiraciDN Fam
T Leunch Web Sart carlficat and - g
U auhenticates user : ki
s ecure Web Service
8]
a
Chobsze p12 Nle Send carilcate ]
OMs= Frox

Craa

Aetum YOMs Proxy

-] L
Web browser Java web-start
application

- X509 |7

Sawe proxy locally

RagistarPrdxy ; Filesystem

X509

User's desktop

VOMS server

raad Proxy

e |

| Auharise?

AMIusas axrgdcled YOMs
afinbute o compara ;

agalnstraqistarad user
afirbutes and makes r
auhorsalaon dacisian Delagalan Sarvce Asacura
uszead o read proxy garics 1z
| and axracls VOMS used o
afiributas upload proxy
lo sarverinan
attachmeant

IS Functionality provided
by Gidon Moont orvERTY
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GridPP SQLite plug-in

UK Computing for Particle Physics

SQLite plugin developed for AMI to allow for offline/private work
AMI Architecture allowed for easy integration of SQLite code an it plugged in alongside Oracle and MySQL.

An interface called BkkJDBCBuilderLoader was implemented to match the functionality of the other two
backends.

- -
| Tha paugirs mgiemen ud
i e ) sl s oy rico s
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GridPP Publishing mechanism

UK Computing for Particle Physics

e The SQLite implementation % @ E

provides the following: T
:Cammand Ling — .ata e .aa e
1) Additional AMI commands introduced to L | = %
allow for this offline/private work [ -
| Snapshotl) fl 'Dl:: e
2) A snapshot mechanism using Octopus [ ii C'””hmmd
functionality that takes a copy of a global e s
DB and saves it to an SQLite file. Uissnie do i
available
3) And a mechanism that allows the private T S
work to be published back to other DB T AN IPublish Tobaster Putlishi o L“n?;'[‘fg:ﬁjm o
backends for global ATLAS viewing —H] [
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GridPP Why use gLite?

UK Computing for Particle Physics

e Problem

— Want AMI to be not only useful to physicists but to any grid
user

* Solution
— Adapt AMI to handle the glLite Metadata Interface.




GridPP Adaptation of AMI Architecture

UK Computing for Particle Physics fo r g Lite I nte I‘faceS

%<— Web Service client

Controller class
sl —LdetadataBaselmol ~AMICommanditat ; :
. client e e AMIC ommand Lo
l satattributes) ‘ ‘
T ok i L SrEsiEg | Createl) | Super( |
i & initi
gLite Interface | | 9Lite Interface
method Implementation P
checkRights()
REElTED openConnections()
o
. queryt)
Result returned in ;UI_I
XML format Il *‘ |
l ‘ stop ‘ ] ) |
returnResutingMLForm) ‘ o CloseConnections _E" |
[
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GridPP Atlas Event Level Metadata

UK Computing for Particle Physics

* Event level metadata (Tags) used to allow efficient access to interesting data

o Written as ROOT files at AOD production then loaded into relational database at CERN and
replicated to Tier 1 sites (and Tier-2s depending on capabilities)

-~ 1kB/event, total size ~ few TB

e Currently have Rome tags in central database at CERN (Oracle / MySQL) with some test
copies at BNL and Glasgow (MySQL)

Event 1 Event 2 Event 3

RAW RAW RAW RAW _
l l l data Tier 0,1
ESD ESD ESD ESD  Tier 0,1
J l l data
AOD AOD AOD
AOD  riar0,1,2

l l l data

TAG
data

Tier 0,1,2,3
UNIVERSITY
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GridPP

UK Computing for Particle Physics

ATLAS Distributed Data Management system DQ2
(dataset-based) must work with Tag system (file-
based) to distribute data

Integration work proceeding - can:
— query Tag database from a site

— define a new DQ2 dataset with required files, ..,

possibly at different sites

— subscribe to dataset and have it delivered to
local site

Performance tests underway to evaluate inclusion
of dataset information in Tags

— Preliminary results indicate this may not be
_Necessary

Tag/DDM integration

bl

.......
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GridPP

UK Computing for Particle Physics B aS i C U Sa b i I ity TeStS

o Series of tests to show basic Tag usability before handing over
for user-level testing:

— reading from Tag database and finding correct file when
running

* on Ixplus
 on non-CERN site
o from a grid job, on all grid flavours (OSG/LCG/NG)

— generation of appropriate debugging information in case of
failure

— extraction job which generates new files based on Tag
selection

e make these into a dataset and deliver to site




GridPP

wemmimsrroiceenss 1@Q DIiStribution and Cataloging

As well as relational database, have Tag files which are isomorphic to
AQOD - useful as indices to AQOD files

Want jobs to run with either database or dataset of files

When many copies of Tag database / datasets exist, need cataloguing
mechanism

Eventually need to connect event-level metadata with other ATLAS
metadata

— will discuss these and other issues at Metadata Workshop, Oxford, July
4" - 7" (http://www.physics.ox.ac.uk/ukmetadata/)
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GridPP Conclusion

UK Computing for Particle Physics

* Gave a brief overview of the team and their areas of
involvement

* MonAMI status and plans

* VOMS and work on a prototype to solve browser vs proxy
certificate problem

o SQLite plug-in
o glite Metadata Interfaces
* Event-Level metadata
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GridPP Extra slides

UK Computing for Particle Physics
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GridPP What is AMI?

UK Computing for Particle Physics

* |tis a developing application, which stores and allows access
to dataset metadata for the ATLAS experiment

o |t fulfils the need of many database-backed applications by
offering a generic web service and servlet interface, through
the use of self-describing databases

* supports geographical distribution with the use of web
services and secure access with the use of grid-certificates

UNIVERSITY




Fundamental Architecture
UK Computing for Particle Physics Of A M I

GridPP

AMT

Compli

Databa —

| DB | allows for connection

Command JAVA AP for AMI Data bases to MySQL, Oracle and
classes used in ‘ R <«— SQLite
managing the e W apax Packages
databases Database - i Aflas FProduction A B0, Tnllen: Generic Web

Specific (B = | +—

Fackages search page for

example

* Three-tier architecture - generic packages - middle layer

» command classes placed within generic packages key to the
implementation of the gLite metadata interface methods

UNIVERSITY
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Fundamental Architecture

GridPP

UK Computing for Particle Physics

of AMI and AMI clients

* Acontroller class directly interfaces with the command classes in the middle layer and

with the client tier (illustrated later)

* choose corresponding AMI command equivalent to the basic requirements of each of

the gLite Interface methods
* There are three possibilities for the client:

Vel 4 anlainer
TUMOAT

AMT Clent RS HTTF: |
| SI:'.FC'_I r 4 %1 Webbierisn
]
%17 Servlots

CClient Side

Al CORE

LA Wi,
------------
.........

e relevant client is Web Services
client

* web services deployed on
Tomcat with Axis framework plug-
in
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What are the gLite Metadata

GridPP

UK Computing for Particle Physics I nte rface met h Od s ?
<<|nterface>=> <<Interface>>
MetadataSchema <<Inteface=> SenviceBase
FASBase lg ——
tVersion
createSchemal) - Emoc :
laddSchemaAttributes(} _—_D‘setPermissioﬂ{} ngt[nterface‘uferslmnﬂ
SremoveSchemaAttributes() "®getPermission() H@etgchﬁmﬁfer? n{
dropSchemal) qcheckpermis*siun{} I®getSeniceMetadata()
listSchemas()
escribeSchemal) / Retrieval of
/‘ Checking, retrieval and setting versions
of privileges
administration
rivileges . .
e creation or deletion of get, set, clear,
datasets <<inteffaces> -~ listor query
MetadataB asé/ metadata for
<<|nterface>> datasets

s etAttributes()

MetadataCatalog _/___/_/___/_—{::} learAttributes()

SetAttributes()
"ScreateEntry() >

WistAttributes ()
" SremoveEntry() Squery()




%G”dpp ATLAS Event Level Metadata

Event level metadata (Tags) used to allow efficient access to interesting data

o Written as ROOT files at AOD production then loaded into relational database at CERN and
replicated to Tier 1 sites

o ~ 1kB/event

Dataset 1

Site 1
%" o
Dataset 2 i
% ‘Khble 1 S-m: 2
[ |
Dataset n Tab'e n Site n
Ly - T

_ AODFiles ROOT Event Tag Database Replica Datab
/\’ (1000 evis  Collections (Tier 0) (Tier 1) &

each) (1 Per AOD
File)
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%Gridpp VOMS Groups and Roles

UK Computing for Particle Physics

The proposed VOMS Groups and Roles that will be used in AMI
are as follows:

Groups. det-indet, det-larg, det-muon, det-tile, gen-user, perf
-egamma, perf-flavtag, perf-jets, perf-muons, perf-tau
phys-beauty, phys-exotics, phys-gener, phys-hi, phys-higgs
phys-lumin, phys-sm, phys-susy, phys-top, soft-prod
soft-test, soft-valid and trig-pesa

Roles. Editor (write access across group)
Writer (write access to own data only)
Reader (read access)

A




