Science & Technology %‘é;’% Gr‘id

Facilities Council

Know Yourself

GridPP Tier2 Site Security Review

Mingchao Ma
STFC - RAL
GridPP24, 15t April 2010

UK Com puting for Particle Physics



—

'/- \ i .
( a%\ Science & Technology %\}% Grid

~Z Facilities Council

UK Computing for Particle Physics

Sun Tzu:
Ancient Chinese
military
strategist and
tactician



@ Science & Technology %‘;\;’% Grid
B

Facilities Council ./ UK Computing for Particle Physics

SUN
VAV,

ARTof
WAR

'HE BEST SELLING TRANSLATION




@ Science & Technology
Facilities Council

{#h7 - WOGHD

Know your enemies and know yourself,

You can win a hundred battles without a
single loss.

The Art of War by Sun Tzu
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Do you?
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The enemy
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Subject Password Hash

e have changed all passwvords
la=z night. e are sending jou
the new passvord file, under
the name : [password. hash].

Please receive this file.
Thank jou.

[robertElocalhost

—[networking]
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hID : 0 pt=
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@The Washington Post ==

Citibank= Savings Plus Account

1.01%. .

Fer balances af 525,000 ar mare.
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SEARCH: | @ | Search Archiv

washingtonpost.com > Technology > Security Fix

Security Fix

Brian Krebs on Computer Security

Alvout This Blog | Archives | Security Fix Live: Web Chats | E-Mail Bri
SEARCH THIS BLOG Hackers Break Into Virgin

T | Database. Demand Ranso

Hackers last week broke into a virgl
pharmacists to track prescription dr
more than 8 million patients and reg
Down PC, Part Il ransum note demarjdlng $1Q m|II|Dn
N according to a posting on Wikileaks
Exposed 13,750 leaked documents.
Consumer Records

RECENT POSTS

=« E-Banking on a Locked

gm‘ B Horme B Mews B Trawvel W boney W Sports B Lile M Tech

TODAY

Money » Personal Finance =Taxes sRetirement =Mortgage/CD Rates = StockFund

M GET A QUOTE: IEntersymeI[s] or Keywards l:‘.i‘?:l = DJIA1030622 77716 = NASDAQ 2213

Hackers breach Heartland Payment credit
card s

Updated 142320
By Byron Acohide, USA

1|Q97m6m13j‘%3 ]15 j— @Q«nm@ﬁ-ym&ﬂli | Sgam‘idlSeprinE ermizzions | I

Share
Heartland Payment Systerns (HFY) o day disclosed that intruders hacked into the b ¥ahoo! E
computers it uses to process 100 million payment card transactions per month for 175,000
merchants. ) Addta M
Robert Baldwin, Heartland's president and CFO, said in a LISA TODAY interview that the Facehor
intruders had access to Heartland's system for "longer than weeks" in late 2008, The number
of wictims is unknown. "We just don't have the information right now " Baldwin said. L Tuitter
Tech security experts said the breach could set a recaord. Retail giant TS 105t 84 million + |
customer records to hackers in 2007 . With maore than 100 million trangactions per month, m
they could discaver that several months"warth oftransactions were captured, savs Michagl
Maloof, chieftechnology officer at TriGeo Metwork Security. 57 my'ahar

Wikileaks reports that the Web site for the Virginia Prescription

= President Obama on

Monitoring Program was defaced |last week with a rmessage claiming

Cyber Security
Awareness that the database of prescriptions had been bundled into an encrypted,
« Mozilla Disables password-protected file.

Organized Crime, after big money!
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Mozilla Firefox

APXEL0  ENECEPYAOLO  TIDOROAI  JOTOPIRO  ZEALDODEIRTEG  EPYOAELD  BONoELd

AUty Tnv dOpa yivetle n anéneipa nelpauatoc octo CERN.

nov di1aAetape autn Tn ceAlda glval yia v ox¢ OUPL{OUME HEPLRX NMPpAYHATA.
TNV HEYEAN EMLOREYLPOTNTX

byoc
Agev €yLve PBAOn EKAMOLAC MPOCWILENC HaC avIinaepadecnce Me Inv opada diaxeipione tou CERN ailia pe Pacn
nov 6o QMOKTINCEL TA EMOMEVE Z4WPX O CUYKEKPLUEVOC OLAdLKTUQKOC TOMOC AOYO TOU MELPANATOC.

MEPLRE CTOLXELQ anm' 1N

USERNAME USER_ID
S 0 2008-02-18 1
SYSTEM 5 Z008-0Z-18
JDUTLN 11 2008-02
DIP 19 2008-02-18 5:21:17.0
TSMSYS 21 2008-02-18 16:23:27.0
BSNMP 24 2008-02-18 16:24:25.0
3 25 2008-02-18 16:24:53.0
b, S 34 2008-02-18 16:27:55.0
¥DB 35 2008-02-18 16:28:04.0
PDB_ADMIN 46 2008-02-18 17:26:32.0
GLEGE 49 2008-02-19 10:13:07.0
PDBMON 45 2008-02-18 17::
BALYS 44 Z008-02-18
USERMON 48 2008-02-18 17:59:26.0
..etc...etc....
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Home MNews Sport Business Travel Jobs Motoring Telegraph TV GEE e LTk i RSS Emcil Aleete Bicis:

Earth home
sannews (SEN Hackers infiltrate Large Hadron Collid
comment == gystems and mock IT security

Charles Clover By Roger Highfield, Science Editor
Crecnae living Lost Updated: 4:01pm BST 12/09/2008 SE‘ptEITLbEI‘ 12th, 2008

s Skoo theear | e 2003 owepperuars Hackers deface LHC site, came
TIMES close to tur mng off partlcle detector

bl Al COMMENT BUSINESS MONEY SPORT LIFE&STYLE TRAVEL DRIVING ¢

UK NEWS WORLD NEWS POLITICS ENVIRONMENT WEATHER TECH & WEB TIMES ONLINE

Wheream[? Home News UKNews  Science News

From The Times

September 13, 2008
Hackers break into CERN computer — to
show up its ‘schoolkid’ security

EAEE NEVYS

"Big bang' experiment is hacked

Part of the computer systerm of the Large Hadron Collider (LHC ) vwas hacked into as the vwo
Sogroup calling itself the "Greek Security Team' hacked into a computer connected to the syster
L spokesman for Cern, the lab that houses the LHZ, said the hackers put up a message on the
Mo harm was done but the incident has highlighted the need for security in the LHC's network,
The hackers had targeted the computer network of the Compackt Muon Solenoid Experiment (Ch
The LHC is attempting to recreate the conditions just after the Big Bang, in which the universe
wlithh the world watching as the first particles began circulating in the LHC, engineers weare seatr

The CrMS website displayved a page with a mocking message, in Greek, which included the line:
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'[ 3! University of
I: East Anglia
Hello,

Due to the our new securty update and remowval of all unused accounts you will have to confirm
wvour e-mail by signing into vour account. We would also be shutting down all unused accounts.

What you need to do:

1. Log in to wour account at https_ffwebmail uea ac ukf/squirrelmail/srcflogin.php. by clicking
the URL.

2. Enter yvour user ID and Passwaord.

3. Once you log in a new security profile would be updated for wour account.

After following the instructions in the letter, vour account will not be interrupted and will
continue as normal. Th anks for vour attention to this request. We apologize for any
inconvenience.

Flease log in to your account immediately and continue to use the account as normal
while enjoying our new security updates.

hittps_fMwebmail uea ac ubkfsguirrelmailfsrcflogin. php
Webmaster.
hitps - fMwebmail uea ac ukfsguirrelmail/srcflogin. php

Undwversity of East Anglia Morsiach, INE4 TLY, TTE
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I.%m https: f fweebrnal. wea, ac,uk)squirrelmail fsrcflogin, php

' Google 88 | RAL | OSCT | | EGEE | GridPP | MGS | Informmation Security | EGEE Security Training

(3] | |_"°| Urniversity of East Anglia - Login | LR University of East Anglia - Lo... &3 | |j Tari Taour -

I C] |http:waw.taritu:lur.n:clm.hrfﬁ:ltDsfalhumsfuserpicsfwehmail.uea.ac.uk,f

Aguittelhlail version 1 4.8

Soogle 88 RAL  OSCT | EGEE | GridPP  MGS | Information Security | EGEE Security Training Ey the Soquirrellail Project Team
Thuversity of East Anglia Loan
|j University of East Anglia - Lo... &3 | T Lniversity of East Anglia - Login | | |j Tati Tour - Tversity of Zas glia Login
sernatne: |
Pazsword: |

Login |

Soquirrelllal version 142
By the Bouirrelhdail Project Team

niversity of East Anglia Logi

Uszername:; |

Password: |

Login |

13
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UK climate unit's e-mails hacked

The e-mail system of one of the world's leading climate research units has
been breached by hackers.

E-rmails reportedly from the University of East anglia's Climatic Research LUnit
(CRLD, including personal exchange- ~roreorod conbho inkcioncd con Thaneed o

A university spokesman confirmed BE NEVVS

information was taken and publish

An investigation was underway an

“We are aware that information frc Climate science 'openness’ urged
ane area of the university has bee
spokesman stated. By Roger Harrahin

Environment analyst, BBC MNews

MPs investigating the climate change rowvw at the UK s University
of East Anglia (UEA) have demanded greater transparency from
climate scientists.

The Commons Science and Technology Committee criticised UES
authorities for failing to respond to requests for data from clirmate
chhange sceptics.

But it found no evidence Professor Phil Jones, whose e-mails were
hacked and published online, had manipulated data.

It said his reputation, and that of his climate research unit,
remainad intackt,
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Reported Incidents
EGEE/WLCG

EGEE/WLCG Security Incidents

16 ~

14

12 -~

10 A

o N B~ O

2007 2008 2009

e 2008, 2 incidents involved GridPP sites
e 2009, 1 incident involved GridPP sites 5
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Thanks for your effort and time to
complete the questionnaire!

17
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Ob jective

* “This review is aiming to have an
overview of individual site security
posture and an overall picture across
the whole GridPP project. The output
of this review will assist GridPP
project to improve overall security
and will also help the project make a
medium and long term plan of security
improvement. ~

18
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Scope

e “This review only concentrates on
the fields of operational security
such as security incident handling,
patch management and log management

)

“«« Tt is not intended to be a

comprehensive security audit --

)

19
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The Number

e A1l tier2 sites (20)+ GridIreland
e RALL Tierl is not included

20
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The Review

Security policy

-7 questions

Security incident management
-9 questions

Logging and log management
- 10 questions

Patch management

-4 questions

Security monitoring & protection

- 8 questions

21
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Overall Comment

“This security review must be considered
as very much welcome. Most of those
questions should be presented to any
system administrator in his/her first
months of work in the grid. However, it
1s worth to point that a questionnaire

can only be a first step in improving
security. ” e
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Another Comment

“For understaffed sites, this is yet
more oppressive administrative
work. Lots of probing questions.

)

23
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One More

“... We have not answered some
questions in this survey because they
conflict with our policy of not
exposing details about our security
procedures. However, we satisfy all
GridPP security policies.”

7~

® @

24
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Security Policy

* Aware of both local (university)
security policies and GridPP/EGEE
security policies?

* Compliance with security policies?

25
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Security Policy Awareness Security Policy Compliance

M Yes M Partially M Yes M Partially

* Good awareness

* However, discrepancy on policy

compliance/enforcement
26
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Security Incident

Management

e A documented LOCAL incident
handling procedure?

 Aware of GridPP/EGEE incident
handling procedure?

* Appointed security officer/security
contact?

* How to handle an incident?

27
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Local Incident Handling Procedure .
M Yes
4

Appointed Security Officer/Contact

. GridPP
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M Yes
® undocumented/ad-hoc ® Being documented ® No

documented

* Good awareness of incident handling procedures

* But, incident handled in ad—hoc manner at most
sites

28
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Log Management

* Central logging facilities?
* Log rotation compliance?
* Log sharing across GridPP sites?

* How 1s log managed at site?

* Periodically log/security review?

29
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® Yes

B Unknown

Central logging facilities

Log sharing

M Yes
B No
Maybe

M Yes M Secret No

* “The logs MUST be collected centrally at the service provider level.”

» “MUST be retained for a minimum of 90 days. Grid Security Operations
MAY define longer periods of retention”

* 6 months prior to the discovery of the incident for successful SSH

connections against grid services, and for the originating submission
host for grid jobs

30
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Patch Management

* Patch management system deployment?

- NOT a package management system

* Patching procedure?

31

UK Computing for Particle Physics
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Patch Management System Consider deploying one

® No
Probably

M Pakiti m Others None

* Package management system and configuration tools
* Pakiti is complementary to above tools

* Most sites do not have documented patching procedures

32
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Security Monitoring &
Protection

* Any IDS system?
* How to handle security alerts?

e Firewall?

33
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Site Security Monitoring Tool

Tier2 Site Firewall

;. GridPP

205
UK Computing for Particle Physics

University Network Monitoring Tool

® No

m HIDS (tripwire, aide

or OSSEC) M Yes

= NIDS (Snort) = Probably

m No

B Others
(logwatch,chkrootkit
, scripts)

University Firewall

M Yes

M Partiall

y
= No

M Yes
B No

34
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* Most sites have no or very
basic/rudimentary monitoring tools

* Room for improvement in Firewall

 Make the most use of university’ s
tools 1f there is one

35
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S1te Concerns

e Lack of resources
- Staff & Hardware

* Lack of security training

36
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Observations

* Good security awareness

* Common understanding
- Securlty 1s 1mportant
* Fire fighting style
- Undocumented/ad-hoc

* Lack of security monitoring tools in
general

* Lack of central logger somehow worrying

* More effort/resources required 37
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e https://www. gridpp. ac. uk/security/revie
w/anwsers/list. html

* Subject to access control

* Only PMB member can view them, but can
open to all sites if no objection

* A summary will be available online as

well

- http://www. eridpp. ac. uk/security/review/index. html

38
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Do yvou know yoursel

39




	Know Yourself
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Know Yourself!
	The enemy
	Know Your Enemy
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Reported Incidents in EGEE/WLCG
	Know Yourself
	Thanks for your effort and time to complete the questionnaire!�
	Objective
	Scope
	The Number
	The Review
	Overall Comment
	Another Comment
	One More
	Security Policy
	Slide Number 26
	Security Incident Management
	Slide Number 28
	Log Management
	Slide Number 30
	Patch Management
	Slide Number 32
	Security Monitoring & Protection
	Slide Number 34
	Slide Number 35
	Site Concerns
	Observations
	Slide Number 38
	Do you know yourself?

